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1. Audit Logging Overview
Fabric provides comprehensive audit logging for security monitoring, compliance, and operational insights. Audit logs capture user activities, admin actions, and system events.
1.1 Log Sources
	Source
	Events Captured
	Retention

	Activity Log
	User actions on Fabric items
	90 days

	Admin Audit Log
	Admin portal changes
	90 days

	Capacity Metrics
	Resource utilization
	30 days

	Azure Monitor
	Diagnostic logs
	Configurable



1.2 Audited Activities
1. Item operations: Create, Read, Update, Delete
1. Sharing: Share, unshare, permission changes
1. Data access: Query execution, export, download
1. Admin actions: Settings changes, role assignments
1. Authentication: Sign-in, sign-out, failures


2. Activity Log Events
2.1 Common Event Types
	Event
	Description

	ViewReport
	User viewed a Power BI report

	ExportReport
	User exported report data

	CreateLakehouse
	Lakehouse created in workspace

	DeleteDataset
	Semantic model deleted

	ShareReport
	Report shared with users

	UpdateWorkspaceAccess
	Workspace role changed

	RunPipeline
	Data pipeline executed

	RunNotebook
	Spark notebook executed



2.2 Event Properties
// Sample activity log event
{
  "Id": "abc123-...",
  "CreationTime": "2024-01-15T10:30:00Z",
  "Operation": "ViewReport",
  "UserId": "user@company.com",
  "ItemName": "Claims Dashboard",
  "WorkspaceName": "Claims-Gold-Prod",
  "WorkspaceId": "ws-guid",
  "ItemId": "item-guid",
  "ClientIP": "10.0.0.1",
  "UserAgent": "PowerBI/...",
  "Activity": "ViewReport",
  "IsSuccess": true
}


3. Accessing Audit Logs
3.1 Admin Portal
1. Navigate to Fabric Admin Portal
1. Select Audit Logs
1. Filter by date range, user, activity
1. Export to CSV for analysis
1. Supports up to 90 days history
3.2 PowerShell
# Connect to Power BI service
Connect-PowerBIServiceAccount

# Get activity events
$events = Get-PowerBIActivityEvent \
    -StartDateTime "2024-01-01T00:00:00" \
    -EndDateTime "2024-01-15T23:59:59" \
    -ActivityType "ViewReport"

# Export to JSON
$events | ConvertTo-Json | Out-File "audit_logs.json"
3.3 REST API
GET https://api.powerbi.com/v1.0/myorg/admin/activityevents
    ?startDateTime='2024-01-01T00:00:00Z'
    &endDateTime='2024-01-15T23:59:59Z'
    &$filter=Activity eq 'ViewReport'

Headers:
Authorization: Bearer {access_token}


4. Monitoring & Alerting
4.1 Key Metrics to Monitor
	Metric
	Description
	Threshold

	Failed sign-ins
	Authentication failures
	>10/hour

	Large exports
	Data exported from reports
	>100MB

	Permission changes
	Role/sharing modifications
	Any

	External sharing
	Shares to external users
	Any

	Bulk deletions
	Multiple items deleted
	>5



4.2 Alert Configuration
1. Use Microsoft Defender for Cloud Apps
1. Create custom policies for sensitive actions
1. Send alerts to Security team
1. Integrate with incident management
1. Configure escalation procedures
4.3 SIEM Integration
1. Export logs to Azure Log Analytics
1. Stream to Azure Event Hubs
1. Connect to Sentinel, Splunk, or other SIEM
1. Enable correlation with other security events


5. Compliance Reporting
5.1 Common Compliance Reports
1. User access report: Who accessed what data
1. Export audit: All data exports and downloads
1. Permission changes: Access modifications
1. Sensitive data access: PHI/PII data queries
1. Admin actions: Configuration changes
5.2 Sample Compliance Query
// KQL query for sensitive data access
FabricActivityLog
| where TimeGenerated > ago(30d)
| where Operation in ('ViewReport', 'ExportReport')
| where ItemName contains 'PHI' or ItemName contains 'PII'
| summarize AccessCount = count() by UserId, ItemName
| order by AccessCount desc
5.3 Retention Requirements
	Regulation
	Requirement
	Recommendation

	HIPAA
	6 years
	7 years

	SOX
	7 years
	7 years

	GDPR
	As needed
	3 years

	PCI-DSS
	1 year
	3 years





6. Best Practices
6.1 Logging Strategy
1. Enable all audit log categories
1. Export to long-term storage (Log Analytics)
1. Define retention based on compliance needs
1. Encrypt logs at rest
1. Restrict access to audit logs
6.2 Monitoring Strategy
1. Define critical events for alerting
1. Establish baseline for normal activity
1. Create dashboards for security operations
1. Regular review of audit data
1. Automate compliance report generation
6.3 Implementation Checklist
1. ☐ Audit logging enabled at tenant level
1. ☐ Log Analytics workspace configured
1. ☐ Retention policy set per compliance
1. ☐ SIEM integration configured
1. ☐ Alert policies defined
1. ☐ Compliance reports automated
1. ☐ Access to logs restricted
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